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Summary

Integrated Validation of Export of Drugs from India and its Authentication (iVEDA), a
project of the Ministry of Commerce & Industry developed by Pharmexcil with technical support
from CDAC for facilitating the implementation of Track and Trace for Pharmaceutical products,
instituted by the Commerce Ministry.

The ognizance of the issues and concerns raised by the pharma industry with regards to Tradg
and Track and with specific reference to data upload issues on DAVA portal, taking into the
consideration, Department of Commerce has constituted an Expert Commnitiee.
recommendations arrived after series of consultations with the all the stakeholders led to thg
decision of developing a new web portal for validation and authentication of Drugs Export from
India, which isVEDA.

Pharmexcil has been entrusted with tleeponsibility of developing the Web Portal through
CDAC. Pharmexcil and CDAC conducted series of meetings and analysed all the issues
suggestions and recommendations of the industry and has developed this portal.

IVEDA is a weltrefined and builin system,replacing the DAVA portal.

IVEDA has been developed with a clear thought process to offer more flexibility and user
friendly for the industry. The salient features are,

Easy Registration and Quidlerification/approvals.
Option ofaggregation/nomggregation.
Companies using GS1 code can continue dsmg
Merchant Exporters can now upload the data using the necgssdelines
Companies can get CDAC codes in case they have not yet subscribed to get codes from
GS1 or any otheagercies.
A Bulk upload of XML filesenabled.

iIVEDA Portal follow the procedures set by the DGFT/Department of Commerce from time to
time through various trade notifications with regards to Bar coding/track and trace
implementation. The role of thEharmexcil is to facilitate the industry through the IVEDA
platform for effective implementation of Track & Trace system, introduced and amended by the
Commerce Ministry sinc2011.
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1. Introduction
Government of India through the DGFT has introduced Track & Trace System in 2011 in the background

of countering the vasidverse propaganda against Indian generic drugs in the international markets. As
we understand implementation of any new system requires some time frame and DGFT has give
multiple extensions for the industry readiness, and exporters could comply wigingasarcode on

tertiary level by 2013 and on secondary level of packing by 2017, following the GS1 standards.

The preactive efforts of Government are well appreciated in the international markets. However, industry
is not able to meet certain requirertseaf the system i.e. Aggregation of data and uploading it on DAVA
portal maintained by NIC and stalemate is continuing in spite of deliberations with the stakeholders and
extending the time limits

Department of Commerce has constituted an Expert Conenmitkéng into consideration the difficulties
faced by the industry with regards to Trace and Track and with specific reference to data upload issues @
DAVA portal. The recommendations arrived after series of consultations with the all the stakeholders led
to the decision of developing a new web portal for validation and authentication of Drugs Export from
India, which isVEDA.

Pharmexcil has been entrusted with the responsibility of developing the Web Portal through CDAC.
iVEDA has been developed wittckear thought process to offer more flexibility and user friendly for the
industry. The salient features are,

A Easy Registration and Quitkerification/approvals.
Option ofaggregation/nomggregation.
Companies using GS1 code can continue dsing

Merchant Exporters can now upload the data using the necgssdelines

A
A
A
A

Companies can get CDAC codes in case they have not yet subscribed to get codes from GS1 or
any otheragencies.
Bulk upload of XML filesenabled.
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Pharmexcil and CDAC conducted series of meetings and analysed all the issues, suggestions and
recommendations of the industry and has developed this portal. Pharmexcil and CDAC will continue to
interact with industry on the day to day matters to understand the working of the iVEDA and also to

improve the accessibility.

The User Manual provides guidance to the industry from the point of registration with the iVEDA to the
upload of various file fonats and its knovinows, coding schemes for Tertiary & Secondary Packlseve

submissiorof X ML @osmatsetc.,in adetailedmanner.

A Help Desk is also being set up for providing required guidance, assistance on trouble
shooting/clarifications to facttte the companies.

The latest notification from DGFT, wide itBublic Notice no: 66/20130 dt: 30.March 202thas

extended the date of implementation of Track and Trace systedrugrformulations with respect to

maintaining the Parer@hild relationship in packaging levels and its uploading on Central portal till
01.10.2020 (01.0ctober.2020) for both SSI and&8hmanufactured drugs.

Pharmexcil and CDAC has been working to lauBeta Version of the iVEDAIn the first week of June
2020 to enable member companies prepare and upload the data. Fleeldeli portal to the member

companies will be made available within a month of the Betaion.

For more information of DGFT Ndications, please vislhttps://pharmexcil.org/barcoding/

Please visit the iVEDAwebportdittps://iveda-india.in/IVEDA/login



http://dgft.gov.in/sites/default/files/PN%2066_0.pdf
https://pharmexcil.org/barcoding/
https://iveda-india.in/IVEDA/login
https://iveda-india.in/IVEDA/login
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2. System Stakeholders (Current)

The current system stakeholders for Validation & Authentication System are:

Manufacturers

Merchant Exporters
. Pharmexcil Officials
4, Custom Officer

Further stakeholders shall be added as the portal evolves.




iVEDA User

TSl




iVEDA User

3.HomePage

U To visit the home page of iVEDA, open the link " https://iveda-india.in/IVEDA/login".

Welcome to IVEDA Portal

Figure 1: iVEDA Home Page
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4. User Registration

Weicoms to VEDA Portal

Click here
to register

Figure 2: New User Registration

U For first time users, clickont h e Registéra User registration page will open asshown
below.

ECSIATED VALIDATION OF EXFORTE OF DRUG S FIROM DA AN 1T AUTHEN BEATION Home AboutUs  Ioformutoo Gukdelnes onfact Us m

GONTTMMINT OF s

User Registration— # ) —

Mote:
1 Aettonaed Sonaiony | Responsm person of the orpantrrion shora M ihe form
4 A0 et maned mm asikerk (%) e manaMiry
3 Seguliasim Sl
" 1 you e regeteres Went RENC you wit ane to eer your RCNC ngeom

Are you 3 memsar of Phiaeseeci T
RCMC Nurmeer

Agphoan Type

VisttorCount & 1 B 48

Figure 3: User Registration for Pharmexcil member

U Fill out all the fields and click on €ontinuedbutton.
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U If you are already a member of Pharmexcil, enter the RCMC number and select the
applicant type and then click on continue.

NTEQRATED VALDATION OF EXPORTE OF DRUGS FROM INDEA AND 1S AUTHEN RICA DON omo Abool Uz Infoonaton  Gadoines  Contact s m

GOMERNMENT OF NOTA

User Registration— # | —

Note
1 Adonzen Syt | Respomsbie feson of He Cganzaion 530041 T the oo
T W1 Dty ik Wi e {7 AT Mananry
* Augstiatin Sepe
A ¥ y0u e 2e05iared WiR FCUC, YOO W harve 20 evier poar ACHC membes

Are you 3 meober of Fhameace?

Apprcam YWpe

F{r?’m Oengned Onveioped Ans Mawtamed ( VishorCosnt 0 1 & 4 %
CONC

Figure 4: User Registration for non-Pharmexcil member

U If you are not a member of Pharmexcil, then select the applicant type and then click on
continue.

4.1 Manufacturer/Merchant Exporter Registration Form

U Fill the Required Details iblser Registration pageshown in thdigure 5, 6, 7 andB.
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Manufacturer Registration— #

A5 YO0 IR 3 TRgESHErid MARely O PHATNME XCL 00 i S008I0 35 SRR 28 MR Exponis t1en & Conporats giaimson ol Accooil (s manc@ory Bom your

35 AND ITR AUTIHENTICATION About Us  Indonmation

1 Regisraton Sieps
I YOU CANNOE 01 e Golists ONCO pour Iiras COOMILE 10 Me fee] 590
b Afer submiftng Se Segstration Fom, an Emad Venfcaton ink wel be send to your RegrderediCorporale emal &
€ Afet successial verfication of your emal the regaration reguest wil be sent 5 PHARMEXCIL for feal venficalion
1 Once afer PHARMEXCE Spproves your Mequest you sl got a0 Smad a6 your Registration |s Approved anng smalngue Co
000 Ihe TesIORN you will D (eqUred 10 Changs T Logn Fasiwon
S ¥ you ae 0 Manutachorer. T accosat] s ondy for corpoeafe regslraton. Afer ths  sudtphe user accounts ¢am be credied Som manulacurer dastdoad

Creete your IWEDA Account . Continue to accoss the IVEDA portal

USOr-NAme " inun] e o eiihing smed o

Figure 5: User Registration-1

Applicant Type:* Organization Kame:’

A0S

MUUGS AND IT3 AUTHENTICATION

Destrict:
“Sentl Qryanzano Sae ~2eat1 Qrgameanon Dt

Fin Code™ Contact Number'

Are you the member of afry other Export

et

Figure 6: User Registration- 2
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Contact Ferson Detaits (Authorizad Signatory / Responaible person of the ergantaation)

Name: Designation:’

IEC Number:" IEC Isgue Date:’
et [ 0/ pyY

1BC Insuing Astheetty”

TR AUTHEN FIZADON

§5iissun Date:

s oYny

Upload your corporite sddress proof Setan”

Browss., | 1o e sesechon]

_I1 agree to the terows, comititions aaa privacy polity Wi down ty Export Courcll of India for avalling the onine services

proeviced under this portal *

Figure 7: User Registration- 3

U After filling all the Details of Registration (please agree to the terms and conditions).
U Click on &ubmitébutton to save the user details.

U Click on d&Resetdbutton to clear the form and start fresh.
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Registration Successfull | a
verification link Is sent to your
registered emaill Id please verify

Figure 8: Successful User Registration

U After clicking on ®OK ébutton,thedetailsof usersavedanda link will be sent to your email ID.

4.2 How to verify Registration

After successful registration, a verification link will be sent to your registered email ID.
Copy that link and paste it in the browser. Press Enter and your email will get verified.

Approval or Rejection of UserRegistration

After successfully verification of user registration, Pharmexcil Officials will approve or
reject the user registration.

When Pharmexcil Officials approve the user registration then a unique code will be
generated for the corporate (manufacturer/merchant exporter).
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5.Login Page

U Openthelink "https://iveda-india.in/I[VEDA/login" andthenclick onfi L o g iassldownin the
Figure 9.

i OF DRUGS FROM MOIA ARD ITH AUTIEMDCATON yome CAbGUIUS  Information - Guedses «  Congact Us

Drugs Authentication

Enter Verthaation kay.

£ntar Capioha

GLgment '

A Lotest Notifications

About iVEDA — & | — Guidance to Industry — # ) —

Figure 9: Home page for User Login

U After Clicking onLogin button a dialog box will open as shown kigure 10. Enter Email
Address, Password and CAPTCHA and click on Ldugition.



https://iveda-india.in/IVEDA/login
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Figure 10: User Login

5.1 Forgot Password

U If user forget his/her password than click on forget password as shdiguarin11.

Forgot Password

Figure 11: Forgot Password

U A pop-up will appear. Enter your valid Email ID and click submit button as showrin
Figure 12.
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Figure 12: Forgot Password Pop-Up

U After clicking on submit button, password resetting link will be sent to your registered
Email ID. Click on that link and you will be able to reset ypassword.

\
'\\/)
N

Password updation link s successfuly
sent to your registered email id

Figure 13: Password Reset
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5.2 Update Password

U After login, if user wants to update his/her password then click on Change password link as
shown infigure 14.

= Dashboard Laet Login s 8b062e00 1ot ) @ @ )

Mo Wemitm (@) Profile Coumplereins

Tt dhadt Laer Manasl

e Dewrkyad Deckinp App
L. .

Muanulfacturmy Sie Dats Upaad
Detaits

1

Blato-wise numbaer of siten Cha nge
Password

o

Figure 14: Change Password for Manufacturer

U After clicking on Change Password, a screen will open as shofiguie 15.

= Dashboard Last Login : 26002020 13:ISPM [ @ .

User Profie )
Wome | Mamtacturar @ Profile Cumpletaness

] Roporis

Downiond Formats Change Password— . —

Oid Password:”

Confirm Password"

Figure 15: Change Password
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U Fill in the details required and click on tBebmit button. Your password will get updated and
Now you can use your new passwordLfogin.

o

Passwora updated successfuly

Figure 16: Password Update Successful
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6. Dashboard oManufacturer

Unique Coce 006G @ Profide

Completenras

o O (8

Mausdactwring Site il Generate Package Port of Export Add Passt OF

Dietasds Distributn

State-wise number of sites

— ﬂﬂﬂHﬁﬂmmmmmmmﬂL

Figure 17: Manufacturer Dashboard

0 Complete the User Profile present at the left hand side corner by adding the
manufacturing site, member details, product details, Point of distribution etc.

6.1 Manufacturing Site Details

U Fill the Required Details iManufacturing Site Details Pageas shown in th&égure 18, 19 and
20.
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A

Site Detalls— % ) —

Fax Number:

Moblie Number:

Figure 18: Manufacturing Site Details

U If the user wants to add Approval details then click on the chedklid e s G| o b al
Regulatory App roval Details a p p | i ¢ asbhovenia figure 19.

Ghotal Rogubatry Appn el Detaie

Doss Glotw Reguiatory Apgrove Detads applicatie? ==

Appruvet No

Ve Lipsto

Issaleg Authority

License Ty

Figure 19: Global Regulatory Approval Details (Manufacturing Site)




iVEDA User HIShH
CONC

Insabeg Authoriny

Ucenne leuts
P Tl G o M D S

Licerrse Type License No.
Walkh Fromw Veihd Uyne

Iesaing Autherinty

i
BB  Gusignas. Devsinont A Musezined Sy

CONC

Figure 20: License Details (Manufacturing Site)

U Add manufacturing sites from this page, if you happroval details then add it otherwise it
is hot mandatory.

U You can add multiple License Details by filling the details under the License Details
Section and then click on A ddébutton.

Cl i c Isave luttof to save the Manufacturing site deta¥lsu can see all the details of
manufacturing sites on the dashboard tile *(Manufacturing Site Details).

6.2 Member Detalls

U Fill the Required Details iMember Details Pageas shown in thégure 21.
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Authorized Signatory / Responsible Person Details— & —

Add Authoriaed SignatoryRespoasible Person Details

Department:” Name:"
Sesert Department

Gender:"

Fax Number: Date of Joining™

e ag ey

ID Proof No:

Member Detail List

Show 10 eniies

' | Date Of Jainimg Motile Na

02-Ar- 2020 1234567297

Figure 21: Member Details

U Add your members from this page like CMO, Directors, etc to completeUsmnProfile.

U After clicking onfi S a vmtéon all the member details will baved.
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Owe of Jeining'

M gy

1d Proof Deaaita: 1D Proct N

1D Proof Decurmant

Thooss Fie N £ dias

Member Detall Lisz

\McETed tabySnd; uiy
EPEFLVAREN sttt aacd

CMOD MY SR RIN 0ty

Figure 22: Action for Member Details

U User can also modify or delete the member details by clicking on the radio button
from the Member Detail List.

U No one will be able to see the member details which you deleted (member details will
also be deleted from the database).

6.3 Product Details

0 Fill the Required Details iRroduct Details Pageas shown in thégure 23 and24.

0 Fill the required details for thRulk Drug as given in thé®rug Type (if you changehe
Drug Type to Finished Formulation the form will tleanged).
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Product/Drug Details — #.) —

User Profile Manufacturing Unit/Premise Name:* Drug Classification:*

Reports

Select Manufacturing Unit Select Classification Type

Add Drug Details

Generic Name(Description of Goods):* Storage Condition:

Download Formats

Add Consignment

Enter Generic Name/Enter Description of Goods Select Storage Condition

HS Code:* Company Product Code(If Any):

| Select HS Code M | Enter Product Code

Pack Size:

Enter Pack Size

GTIN Details
To add more GTIN in same level please seperate them by comma.

GTIN Details
To add more GTIN in same level please seperate them by comma.

User Profile

= Primary Level GTIN (Lowest salable unit):* Secondary Level 1 GTIN:
Reports

_ Enter GTIN Number En TIN Number
Download Formats

Secondary Level 2 GTIN: Secondary Level 3 GTIN:
Add Consignment

Enter GTIN Number
Tertiary Level GTIN:

Enter GTIN Number

Drug List

Show| 10 |entries Search:

Manufacturing Unit t Drug Type i
A
shubham

Bulk Drug

Figure 23: Bulk Order (Drug Details)

U The Drug details are saved in the form of list as shown ifighee 23 and24.
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Product/Drug Details—

User Profile
Manufacturing Unit/Premise Name:* Drug Classification:*
Reports
Select Manufacturing Unit Finished Formulation
Download Formats

Add Drug Details
Add Consignment

Generic Name(Description of Goods):* Brand Name:
Enter Description of Go
Dosage Form:* Schedule Drug:
Select Dosage Form Select Schedule Drug
Strength:* Storage Condition:
Select Storage Condition

Composition:

HS Code:™| select HS Code ~

User Profile GTIN Details
Please Click Add button to add more GTIN Details.

Reports

Primary Level GTIN (Lowest salable unit):* Secondary Level 1 GTIN:
Download Formats

Enter GT
Add Consignment
Secondary Level 3 GTIN:

Drug List

Show | 10 entries

User Profile Search:

Reports Manufacturing Drug Generic Dosage Schedule IVEDA
Type Name Form Product

l (! Tl
Download Formats Code

fgsdfgdsfg - Finished For | Rsodium2 Panet20mg Tablets Schedule C 20 mg 031F0004
Add Consignment sdfgsfdg mulation 0 mg tablets  tablets

Storage Condition 2°C - 8°C

Composition Panet 20 mg tablets

HS Code 30042041 CHLORTETRACYCLINE
Company Product Code 34567891222222
Primary Level GTIN 100

Secondary Level 1 GTIN

Secondary Level 2 GTIN

Secondary Level 3 GTIN

Tertiary Level GTIN

© @ Finished For hfghdfh ddfghdfh Suppositorie  Schedule Y dghdfgh 031FOOO!

Figure 24: Finished Formulation (Drug Details)
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Fill the required details for theinished Formulation option as given in thBrug Type (if you
change the Drug Type to Bulk Drug the form willdienged).

Add all theproducts you are going to manufacture or export from this page on the basis
of manufacturing site which you add earlier (multiple manufacturing sites can be
added) and click on i S a vhbaitton. Your product will be added.

User can also modify or delete the details of added product by clicking on the radio
button which is in Drug List then it will show the Drug details.

No one will be able to see that product which you deleted (product will also wipe-out
from the database)

U After clicking modify, pop-up of confirmation will show on screen. Click on @Kbto move
forward and update the drug details or click on Canceldbutton if you are not sure.
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6.4 Add In-charge for Exporting Region

0 Add Member In-Charge for that Exporting Region, according to the exporting region
exporting country will be populated then add In-Charge Details for that Exporting Region
fill the mandatory details and clickon i S a bgtan then exporting region In-Charge will be
saved.

U One can see the saved details below in the data-table.
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Figure 26: Add In-charge of Exporting Region

6.5 Points of Distribution

U Add points of distribution from this page. On the basis of exports region one can add
multiple exports countries and add details of Member In-charge for that Exporting
Region.


























































































































































